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The basic functions of e-ID card.

- National identity document;

-Travel document in European Union;

- Access of the holder (by authentication/electronic signature), to various
electronic services, such as :

- e-Administration ;
- e-Voting;
- other electronic services .

- Global interoperability ;

-e-ID card will provide technical support for the development of future
applications (financial education , health , social insurance etc.).

Page s2



Applications which will use the information stored in chip :

- citizen‘s authentication in different IT systems;

- applications which will allow the holder to use electronic
signature (in accordance with applicable law in this area );

- applications that will validate the identity of the holder and
authenticity of the e-ID card in their dealings with legal authorities
who have responsibilities in this regard;

- applications that will ensure interoperability of e-ID card;

- other applications that will access, according to law, data stored
in the chip (storage, encryption, transfer etc.).
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Categories of security features included on e-ID Card

«graphics and text visible under UV light

*two-tone watermark

e variable optical elements

«two colour guilloche background

* rainbow printing

* anti-scan pattern

* microprinting

«embosaj positive , embossed graphics (tactile feature on card surface)
« filigran multiton(watermark multiton), Invisible fluorescent fibers
laminated layers

Security features in e-ID Card will prevent :
* forgery
» copy (FALSIFICATION)
* counterfeiting
* using by unauthorized person
Page s4



Draft model of the Romanian e-ID

Front side

a

wow ROMANIA

| | CARTE DE IDENTITATE
IDENTITY CARD

Nume/Sumame
POPESCU-IONESCU

Prenume/First name

' VALENTIN-CATALIN
. Sexi/Sex
M (= :-\l

\

*

Cetatenia/Nationality

ROMANIA
Data nasterii/Date of birth
20 MAI/ MAY 67 il
Cod numeric personal/Personal number code SerieDPNr, 010022
1670520151101

Data expirarii/Date of expiry

20 IUNIE/JUNE 17

Data emite:‘ri/ts.‘sue date Cod emitenﬁéode eﬁﬁenf Judet/County
17 IUL/JUuLO7 9O

Emisa deflssued by

S.P.C.L.E.P. MIERCUREA CIUC

AdresalAdress

Bucuresti, str. Ion-Ionescu de la Brad

nr. 191, bl. 6A, etj. 11, ap. 44, sector 2

CIROUD231458907A123X5328434D23
3407127M9507122R0UKKLLLLLLL<LKLH
POPESCULKIONESCU<<VALENTIN<CATA
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e-ID Card
(draft model)

Front

ID1 size, 53,98 mm x 85,6 mm

» Colors from Romanian
flag

> Relief design feature

Romanian Coat of Arms

o nT A NS

i e IDENTITATE
—&— cARTE DE /105

Security printed features
overlapping the portrait
area

PAESCU-TONESCY ./
VN TIN-CATALIV

£

g Guilloche background
.%m*//w a’/"
/b,w/j// wmmoercoe Sene Dfpwe 00022
M&Wday
w7 Polycarbonate,
/ m/‘/"//[ 7 multilayer laminate
( &
Laser engraving

Chip contactless

» Shadow image

> Chip contact
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e-ID Card
(draft model)

Back side

» Rainbow printing

> Emitent sigle

O 7 N Watermark
BT s mERCUREA CIUE 77 TUL /S JUL O8

At AT
 Bresty, st lon-lonescu de la Brad
S 7P G A, eE 7T, qo. 44, sector 2

rd CIROVPET /4589074 7235X5328434p23
TEO7T72MP507 T22ROUSKCS KK <<<E

/ maf.rmr/m/fsfﬂ(d/ﬂ ENTINLSCATA

» MRZ - OCR lines

» Special inks

+ UV features, OVI (Optical Variable Ink), microprinting, antiscan pattern, filigran
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Electronic storage medium will contain at least:

+ all existing data on front and back, except the handwritten signature
of the holder;

+ parents’ name;

+ biometric data stored in the chip: facial image and fingerprints;

+ information needed for authentication of the holder and the document
in electronic systems and for electronic signature of the holder;

+ holder’s residence;

Other features of e-ID card:

» 100% polycarbonate, multilayer
* integrated chip (dual interface chip, contactless and contact - data structure will be in

accordance with the ICAO LDS
* identification will be personalized by laser engraving

Page s8



Interoperability of e-ID card will be provided by:

— CEN/TS 15480 1,2 (European Citizen Card)

— 1SO 19794 Biometric Data Interchange Format
Part 2: Finger Minutiae Data

— 1S0 24727 1,2,3 (ICC programming interfaces)
— ICAO 9303 (travel documents, size TD1)
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In determining the functions of the e-ID card will be
considered following standards / recommendations :

Card:

SISO/IEC 9798 (device-
authentication/Secure messaging);

§ISO 7810; Identification cards -- Physical
characteristics

§ISO 7811; Identification cards -- Recording
technique

ISO 7816; Identification cards -- Integrated
circuit cards

SISO/IEC 10373; Identification cards -- Test
methods

EN 742:1993 Intersector ID-1 card location of
contacts for cards and devices in Europe;

SCECC 90000; Harmonized system of quality
assessment for electronic components

SMIL STD-883C; Test Methods and
Procedures for Microelectronics

sPr CEN/TS 15480 1,2 (European Citizen
Card - draft);

SICAO 9303 (Machine reabable travel
documents);
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Chip:

§ISO/IEC 7810 Identification cards -- Physical
characteristics

§1SO 7816; Identification cards -- Integrated circuit
cards

ISO/IEC 14443; Proximity cards

sJava Card/GP (suporte de Java cards,
ISO/IEC 7501-3 (ICAQ))

SCEN / TC 2254;

SCWA 15264 (e-Authentication);

SCWA 14890 (eSign);

§ISO/IEC 19794-2: Finger Minutiae data;
SISO/IEC 19794-4,5 : Finger Image data;
SISO/IEC 19784 - BioAPI;

§SISO/IEC 19785 - CBEFF;

SISO/IEC 24727 (ICC programming interfaces)

SEMV std. for credit and debit payment cards
based on chip card technology

Biometrics:

SISO/IEC/JTC 1 SC 37 Biometrics;
§ISO/IEC 7816-11 Integrated circuit;

SISO/IEC FCD 19794-2 (fingerprint minutiae
data);

SISO/IEC 19784-1 BioAPI;

§ISO/IEC 19785-1 Common Biometric Exchange

formats (CBEFF) - Part 1: Data Element
Specification.

Certificates and digital

signatures :

§ISO/IEC 7816-15 Cryptographic information
application;

SCWA 14890 - CEN/ISSS Workshop on the
electronic signature (Area K);

SCWA 15264 (eAuthentication);
SCWA 14167 (Multipart);



